esp@cenet — Bibliographic data 



Sida 1 av 1 



STORAGE DEVICE FOR BACKING UP CRYPTOGRAPHIC KEY 



Patent number: 
Publication date: 
Inventor(s): 
Applicant(s): 
Classification: 
- international: 



JP2001 103045 (A) 
2001-04-13 

TSURUMARU JUNICHIRO 

ADVANCED MOBILE TELECOMM SECUR 

G06F12/14; G06F12/16; G06F21/06; G06F21/24; H04L9/08; H04L9/10; G06F12/14; 
G06F12/16; G06F21/00; H04L9/08; H04L9/10; (IPC1-7): H04L9/08; G06F12/14; 
H04L9/10 



- european: 

Application number: JP1 9990276798 19990929 
Priority number(s): JP19990276798 19990929 



Abstract of JP 2001 103045 (A) 

PROBLEM TO BE SOLVED: To prevent backup file 
of cryptographic keys from being physically decoded 
easily and also to recover cryptographic keys, even 
if a part of the cryptographic keys fails. SOLUTION: 
A plurality of communication cryptographic keys 
used for communication are stored in a tamper-proof 
key memory 13. Secret information A and B are 
respectively stored in tamper-proof information A 
memory and information B memory 15, which are 
different from the memory 13. A cipher- calculating 
part 12 generates a cryptographic key for backup 
from the information A and B, enciphers a plurality of 
communication cryptographic keys and stores them 
in a backup file 18. In the case of recovery, the 
enciphered communication cryptographic keys are 
decoded with the cryptographic key for backup.; 
Safety can be enhanced, because the 
communication cryptographic keys cannot be 
decoded unless obtaining the plurality of memory 
information and the backup file. 
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y ut m b .* t y isom # *h y t r i t 

[0043] 9. in^bftt-e^ffltov^aBw 

4WLfc4:*tt. Bf^oo v h9£ft£SrUv3-^yb 

fc-jsanu « uvx=, -y hs % mmmmm 
A--y ?T"/ yy r -Y y ^a*— r t z b x\ fems 

ffoZb&X'*&. ^L^oa-yhfiTc^H^yyN'- 



[ o o 4 4 ] frts, immm±$ < . am i ogs 

ffif8B*tyi5£3^UdgrU>M!!mM*» (8*> 
«tf ) L4l*f9 a' v7Tv7'7t4 t><r> y # a' 
y -#T*S l3Htf%6 . tit#A^ * y 14fcffi 

mxzvtfzttLftvx-vhitix. m?>'s-® 
mzmh zbiz ix n mt . sw^ii^^TT', 

fl!#A**yi4fcfl!$BB**yi5*JR0fl-LT. 

[0045] jjsoj: 3 ic. *hbjo^ i <r)mi<mm 

«AtB*^A*.y^r>yrfflaf^«S:4*t, A-.y^r 
■y7*fflBf^srta^i«^si^m^€fCA-.y ^77/7 

T^Mzmi. mto$tuimm***rtv?Tv 
r^mmxm^rLx v&*-+nmt Lfcot\ n 

■yT7T4iUZftf&l. m<7) b # fc(iA' >y ^ 7 -y 7*7 
r /I^J: 0 . ^*>o5|||{cBt^a^ y # A-T'§ I. . 
[0046] (JH20HKO)rai) *«»3»2tf>J||t 

ttOieafflHR^tyCEttL, 3oO|{f^ff8cO*Offi 
Wn 2owlBWW8*»fe4«UfcAy ^ 7-y TfflBf^H 
T'jiflBf^SI^Bt^fl: LT A' 7 ?7777tY fl'tfttt 
L, BffYb§n^aflBi^i$:A'-y^7*yTfflBf^ilT- 
fS^LT y ^A'--fSBffg|/<.y ^7'y7lB1fgaT-J) 

4. 

[0047] 02 Ji, *»AOllS20Wt«JKIK=tJft 
SB|^S|/N'«y^7>yrS^SO«|g7n-y 

zbiizi.*)^ izmminmz y osc^*f«^ff 

->tz£kX'foh. 02tcfcUT. tf«c^tyi6«i. El 
tWL-CKflLfcflMIA^tyi4tfl|«B^tyi5i:|E!l 

4MK<o«ih4» i emmmmb n tx-hh . 

[0048] UBOJ: d tcmSS*ifc*»fiOj|l2<0K 
JSO»)Bfc45ttl»l*t^N*«y^ 7«y 7ie^JlO«filt 
»f^S:iKBJt§. «#HC, flHRA^*yi4. ffifgB^t 

y 15, AHBcy « y mzmtthwmm 1 0!»r^ 
ts. ««A^tyi4tiBflff4i8affli«frxi, fpfiB 

^^E y 15KE»t*flHlltX2, flMC^t'J 16fcE** 
S«JW8$rX3tL, Xltt. Sa % p, nc03oc7)y^^ 
-^•CBKKL, X2fi. Sb, nmrxn^J *-9X' 
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a. Sb. Sc(i, 
Sa=K? mod n 
Sb=K<i mod n 
Sc=K r mod n 

i <r)Wi<mmx'mm itznmx\ z ^m^m^. 
[oo49] wmmfrt>ft*fmt&nixmz t 
xtttitf. ^i<mmcommx^Ktzi^mx\ bkb§ 

^m¥.i^hZkifiX'%h. t%hh. HHSA^'J 
14, ffi$BB**lM5a>£,Sa, Sb. P , q, n£A¥L£ 
k*. «*B.**yi5, ffl?8C^tU16*^Sb. Sc. 
q,r, n£A#U:fc£. ffifgC^»J16. titfgA* 
*yi4*»4>Sc, Sa. r, p. niA^LtzkZWftl 
t>, H#ff«ai2l4litf«Kfr*ft6ik4«TS4. t 
3r;b*>.gfStP, q. rtfSvHcST&Sk^ 
alXp+blXq= 1 
a2Xq+b2Xr=l 
a3X r +b3Xp = 1 

k&£S&ah bl, a2, b2, a3. b3*WTS. 

->x . ^-fti^^x't . s i <nmk<mwxwfr it: 
too5o] znmamzxtiti. iMiA.x*yi4, 

flBRB**yi5» flBRCXtyiM)^. ffi«02oc7) 
MPH £>flMT. B K «H«Kfc**>* £ k 

-f&*>*>. ABBA** U 14, ffi?BB^*U15. ft 

«ax*yiM>?%, k'tifri^tftmixi*. m<o 

2mX* V ffffimtrh B Klfcf&K <! k #T' 

[0051] i^r^ux^^flffl-rik. flWK^t 

£tf>S.Ika<T#&. 

[0052] ^ife?*Jg£-SHfc-f S k , mtSnWSS 

T* £ . £ fifctt . SHWHft k * Otll fflHtmmX'Z 
4. -r^fc*>, U*v4W t t<^HWMKfcJ:»), BKBf 
W*l6«K:tiUf in. IHWMRC J: 0 B KaffStK 

[0053] m%mym<vtv&k ix . %jm±ij 



iMMWiui. A-xnmtoujt-nu yi. zi, 

WITflt&U IHHS*2tt, 4O<0S»/*7*-?X2, 
Y2. Z2. W2T8§fi!tU «ffffifR3tt. 4o<0BffcA^ 
-*X3. Y3. Z3. W3T'Jfj£U iH*fl!tR4Ii. 4o<0g 
&^5*-*X4. Y4. Z4. WCMJfcU «JOTf#5li. 
400^n-5^-^X5. Y5. Z5, WTflWW*. 
[ 0 0 54 ] W. W2. W3, W4, Wtt. WTO^ 
aXl + bYl + cZl=Wl 
aX2+bY2+cZ2=W2 
aX3+bY3+cZ3=W3 
aX4+bY4+cZ4=W4 
aX5+bY5+cZ5=W5 

zm&timx'bh. a, b, cimmtzLx tiZtz^ 

X s Y, Z, WcOStffi^x'aiTiUf, iCffla. b. c*>'^ 
tbL>ii&. z.0)*ff>lr>, mtfaSrBKBf^Ht-fS 

[0055] a^Wtti. fMfg04y££1ijig-C- 
fi. Bf^H-*a512Ji s g^clSlltBff^t l/C, a, 
b. c*»4S**. iRfc. SJWU Yl, Z1S:I64L, 
a, b» ckXl, Yl, ZlA»fe!WCHlSr«», XK Yl. 
ZK Wl(04-?OgtfiS:i5^ttfSlkLT, ^t'JKEtt 

a, b, c*«#|f«»12*»feiB£i-4. fMfS 
tfJB4jae-Ctt % B^-|fg:gpi2{i. 3fflO|g»g^/ 
tU4»Wt«BU, *4a«*frJ!lVvC, a, b. c$- 
iOWWi. ^$r5offlv^\ ^iOSiJi^ii 

[0056] SHttfcovvtWiW-* . 12 
6^*1115. imcX^VlbcOk'tlfrl^fftmiX 

i>. *ma£$»iiux* JEnzmmzmtiz. 

H9WWK12. ftX*'J13^)if%fe*>*«*W»Lfc 

tins. ff*c^tui6<oifn*»*«»«ufck*tt» -e 

[0057] .TOioCLT. 

( 1 ) m!Mm%rtv?7v7yT4 lUOimZA 

(2) 1 fflO^< * U gP 0 D B * J fe^ LT t. . A 7 9 7 -y 77 

( 3 ) felt LfctBSfflNSfcietttS** U * 1 fflA^ 
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tv>3 3 ow&fr z mm<$mx- § 4 . 

[00583 ±IBO J: 3 fc . #SS9J<7)g5 2 <rmW)W& 

vg*mzv*rt-x'Zz>. 

[0059] (»3(nm.mm) ttwmzrtm*. 
comma. mmvftm** y k«^tm»*-»K« 

m? z--foiWi.». WffiffflKtVt 

wx-hh. 

[ 0 0 6 0 ] M3li. *f6flB<0»3<^afc<»!»B!Bt:*sft 
6Hf*<7 ?7 >y7ti.<gmW comfa >y?mX'h 

4. m3\,z^x. mm^-'yhaa. Bt9tf*si2. 
ffl#A^tyi4, ffifgB^*yi5. fiW8c^yi6£+ 

T*4. M3XU. flHRA;**yi4<Ol88Krffitf> 
^P$fflt0^LTV^„ H3£*5WC. ft^^^yi4<?) 
8^3403*? ^-cor^/V^-y h£HI*tclB* 
LTV>4. -r**>%. &R834pMU mBMO??? 

1. B32(cie^fc«ffW«12. flHKB^*yi5, flHB 
c * * y 16 i, . tit $ A* * U 14 H twsraggti- -y 

[0061] ±IBOJ: 3 Cfll*S*ife*«B8<?>»3 OH 
MW)»!ifc*J»t* ^> 9 7 -y 7tB1i^lO<8*gi: 

*V\5. flMRC < X*yi66»fe(WtHt»12'sai6^<») 
3 *> , &Jia- -y h 8 Ttt. iHWM if TW * > 

>~<-mfo±.Zitx^it:!ib. msmzTrtxtiz 

* * >j 15. ffi^gc y 160s? y^-tt£fi±§ £ 
hnx-hh. 

[0062] mmmmpftp, wmms^t. m 
*flWRfc*t><x, -r^*>fesra > 34pfcsms34s 

ts. mmzmm-rhumkixte. mwrnumfk 
ix. mmmi. ?~*>>mmmmiz> 
zk&smb-t m^&mmimt ix 



[0063] 03 £*frttMA* * 'J 14ti, Sttttffiff 
P41pT\ U:i£»i. **Ht 

*V/-<-tt«rrtLL3-*4fcrt?a4. ABBA** 
'J14, flMBB^* 'J15, fitfBC**yi6li s Wta^v 
h8*»/5>«9JtLfcWSIs «8^JfJSSP41 (flRRB** 

yi5. mc^m^wmmPAitmmmi: 
WHt&kiizk*) iz^xmrntzmfti. m 
ax^vu. tt^B^^yi5. ffi?gc^tyi6oiBiirt 
%ZmiXl£ocr>X\ m9>rt-GiM±.lX^ 
4. i<0«fc3ttT. flMBA^t'J14^ii»IW«12 
^^«S«SWtr^-fe^LJi<-r4l:i:<)t. iS^ 
yA'-tt£|iLt$-ti:4. 

[0064] jje^j: a c. ttwm3<r>mt0im 
xu. m^m>i-v?7-v7m®&mz. mmmm*m* 

IMty i:<0SS:+«^r4W^V^-tt<0 ; E^- 

t\ im-itfM^ y zmKLxmmhzttfX'^tt: 
[0065] ( ms4 comwmm ) *%^om4 ohm 

[ 0 0 6 6 ] H4<i. *^0^40HStom«tfc»t 
4 *-y?7 -y rW^Mmmtfu v 9 MX'h 
4. H4t*JV^T, fisaa@lA51, ©i^«B52. fSH 

cr>imm-$>&&. *^4SrtliIST*oTt)J:V^ 

aaaiA5i. eji^«B52(i. ft^B^tyisfcgm 
35<v®cDm^*im®n^i l z£wctzm^z$m/m 

6«*ifc*BrfciKBW-4. «lh.fe*J5ftli. P^C*o 

[0067] ±IBOj: ^ K«jSLfc*fWfc>S4 OHffi 
0»®(Ci3(t4Bi^|yN' v9T*y 7te^*0««gt » 

[0068] MflBf^iioyN' 7?7777r^ A^fM 
t4fc*li. St^HT'ff Lt^fff^i 1 fi^ B KBt^l 
i:LT4fi!c^4. iBaffiHB*4«LT. flHBA^tyi4 
tzmr&tskti>lz. Sj^SA51$:^LTttlgB^^ 

yi5fct>»*atf. ^tc. itwjwfiai. mA** 
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[0069] vw-imtorib** v&mmn 
»=, eaaaiA5i*^LTfli«Bytui5fc»*iMWf 

IB*HE*aUT. BKBt^H$r*y>^. 41911*812 
18*»fett»tBLTBKBW«T«^L. «**i/13fc« 
[0070] RefiA^BSr^e9HffB^M< ^WO- 

m l < & s . mz , «#ifc«jwcRiw I. $waa«* s < 

L*v^ltJ||Wftfc«H«ll««»tilBnL, *JdL 

ft£i§E>r<9lB®tif$8#A^ Lit < k v * ? jfrCSfc^tt 

t> , S^ttiHST*-* i k lc liSr 

K *S0tO»lireU:. S5fMWl36<2o««&'CRWU 

[0071] ±e<o j! 3 e. *Mtam4&mmm 
Ttt, ntww^r v7iB«ai*, 8*fli«*ieti 

[0072] 

k 35 2 <D?Mfi!$k £*o'V A -y ? 7 -y Tfflfff^glS- 

Bf^ft$ii^as!tofflfimr^i^^*-y^r-y7- 
7 r *#tit*>6K o sb lx ? 7 -y rmmrnxm 
%txm i <^tt#«fcis«i**#«fc *#ti**k 

ltcc?>X\ Jte^S3S<0iB«#SOlK&filfBkA'.y^r 

A^tfWKft -5 t . a- -y ? r -y r/ y # a y -set 

6. 



[0 07 31 4*:. B^fi§6B<0«W*/'W?7y7* 

Etuis* , mmm 5 m.<mmm^tmt m 

Sk, A.y?7-y77W/l#&k?:IM®U 

mco*0)&mc?> 2 ->cowffiimiz&^ ^a 7 ?7 -y 

rffl«H««:4lftt4#Sk. >< »*7-r rjfMHHTC 

mmmifemm^t ix * v 9 7 -y 77 r a a# 

A'-/?7777r>( /l#Btt»fcR 0 it! LT A . y ? 7* >y 7 

fflnt^TiM^LTm 1 nwmmzmtith^mb * 
ttitmt itz<nx\ 3^<mmmsimum. 

f,^' -y 9 T -y 7fflBf^«^4jaLT A* -y ? T 7 7/ »J * 

[Mcofsm»^] 

^ r -y 71 iwm<mmrti -y?m. 

[S3 ] *wn<r>t&3<nmk<mmzmhmw^v 

TtEfiggOffig^-- >y h oaSg/D «y 70. 
[04 ] *%9!oft4 <7)ltiScO»S(ifcftl, Bf^yN'-y 

? r -y 7teii^^^stg7a y ? mx-h h . 

[^oiKB^] 

1 

2 ss*^ 

8 SMa.-vh 

9 Bf^-a---/ h 

11 mmz&M 

12 B^itmgB 

13 I^t'J 

14 flHRA-Xty 

15 flHRB^tU 

16 tf&B^'J 

18 BK7r-^;P 

19 mmm 
21 

22 AtH7J^ 

23 ryfi- 

31 «MSfi 

32 ixMffi 
33 

34 SSggp 

mp mm 

34s 

35 Jfcl^p? 
36 
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4ip ismm 
4is smtus 

51 



W 

23 



52 fei^a 

53 



[an 



mm® 



is as 



_13_ 



t 



31 



3S_ 



-2,1 



22 



[023 



"T5~ 



I ^ |-[g^}-- - jaw] 



US 



-12. 



> 



1 ggg 



22 



21 
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[03] 



iffgfKHff 



l 1 * 



41p 



34s 



4U 



[04] 



t>3 



Wei® 



-IS. 



14 


34 













-la, 



i 



33 



l^J--[^ij— 



31 



F 5B017 AA01 BA07 BB03 CA11 CA16 

5B018 GA06 HA03 HA04 JA26 KA03 

KA22 NA02 RA14 
5J104 AA16 AA45 EA02 EA04 JA03 

JA21 NA02 NA31 NA32 NA37 

NA42 PA01 



